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Abstract

In these days, security of citizens is considered one of the major concerns
of any government in the world. In every country, there is a huge amount of
unstructured  texts coming from investigating offenders in  police
departments. As a result, the importance of crimes analysis is growing day
after day. Criminology is one of the hot areas that focuses on the scientific
study of crimes and aims to identify crime characteristics and both criminal
behaviors and networks. This field of study is one of the most intelligent
research areas where text mining is used to process unstructured texts and
extract meaningful information which is hidden in the unstructured texts.
The knowledge extracted from text mining is very useful to police
departments where solving crimes is a very complex task that requires
human effort and experience.

There is a little research in methods and techniques that extract criminal networks
from unstructured investigations texts especially in Arabic language. Accordingly,
the current research proposes a system to identify networks of criminals, and extract
useful information relevant to crimes such as offender’s connection networks and
discover a new hidden relationship between offenders by linking investigation
documents with each other. After that, the results of the research are visualized
direct and indirect relation between offenders to help policemen find pieces of
evidences related to certain crimes and accordingly apply the law.

In our proposed system, we climb three main distinct contributions to discover
forensics using investigation documents. The first by extracting offender names from
unstructured text. Secondly, by constructing a crime network from real Arabic
investigation documents. Finally, we provide analysis of the interaction between
offenders in different documents that directly and indirectly related used to discover
a new clue used to solve the crime puzzle. To evaluate the performance and
effectiveness of the proposed system, real unstructured documents about
investigations are obtained from police departments in the Gaza Strip. The
experimental results show that the proposed system is effective in identifying proper

offender person's name from real Arabic Documents. The average results for our
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system using the F-measure is 89% also the average of F-measure in a proposed
algorithm for discovery hidden relationship arrive to 92%. In addition, we found that
our approach achieves best F-measure results in most cases.

Keywords: Criminology, Text Mining, Crime investigation, Criminal Networks,

law enforcement.
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Chapter 1

Introduction

Objectives

e Provide introduction to our thesis.

e Provide the motivation for undertaking this research.
e Explain the research methodology.

e Provide scope and limitations for the thesis.

e Provide the thesis structure.
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Chapter 1 Introduction

Over the quite a lot of years, especially with growing in terms of populations, it is
impossible to find a crime-free society in the world. This makes security of people
become one of the most crucial responsibilities of governments all over the world.
Thus, the main goal, here, is to reduce crime incidences[1]. The Gaza strip is one of
the areas in the world with a society that is growing in intensity and complexity. This
leads to an increase of crime incidences such as burglaries, thefts, robberies, vehicle
crimes, murders, armed trafficking, sexual crimes, and international crimes, etc.[2-4].

Crime is a deviation in some people’s behaviors, from normal habits, that leads
people to many harms at the level of spirit, personal properties, environment, etc. [5].
Police officers play a major role in civil administration; they are responsible for
preventing and predicting crimes, and enforcing the law as well. Preventing crimes
are very important to make people live safer and more stable.

Criminology is the process of identifying the characteristics of crimes [1].
Usually, a crime is not random[6]. Police officers prepare reports manually and in
unstructured form. Analysis of criminal networks manually from this unstructured
form is time-consuming and investigators can take months to solve a crime puzzle.
This is because of the huge amount of data scattered across multiple structured and
unstructured documents about current and old investigations. Nevertheless, doing
this task manually may consume more time and resources; and it usually depends on
the experience of policemen.

The increase of crimes complexity motivates and leads governments and police
departments to use technology to reduce the effort and to speed up the process of
analyzing and linking information to discover criminals.

The abundance of investigation reports has increased the amount of data available
at police departments. These data are usually kept for archiving purposes. But, if this
content is mined for specific information, this may lead to other resources that can
assist the investigation process and analyze this retrieved information and may help
catch offenders in a faster way.

Unstructured text is very common. According to Gupta et al. over 80% of

information is stored as texts [7]. Many police departments have a huge amount of

www.manaraa.com



Chapter 1 Introduction

investigations as unstructured text that can be useful to detect and prevent a new
crime accident by identifying crime patterns. Text mining techniques played a vital
role in the last few years in knowledge extraction from unstructured documents,
especially in crime detection and prevention. This is done through the analysis of
large amounts of crime-related information to find those who are responsible for
each crime [8].

The number of publications and research projects in data mining in law
enforcement area is slowly increasing [9]. Most of the tools and software used by
police departments utilizes structured databases which are easy for investigators to
compute some statistics about the crime, or search for particular information about
crime. But unstructured documents of previous investigations are usually saved in an
archive. On the other hand, data can also be stored in unstructured texts, but these
data will be complex to manipulate. Therefore, the study of criminal networks is
increasing day after day to detect suspicious networks and apply the law. Most police
departments nowadays have come to realize the detailed knowledge of invisible links
and more details about offenders who are involved in crimes [10, 11].

Arabic language is one of the most widely spoken languages in the world. As far
as is known, a little research focus on crime domain in Arabic language. The first
goal of the current study is to develop a system for extracting useful information in
Arabic crime domain from unstructured investigation data in order to mine it [12,
13].

The main purpose of this thesis is to study various approaches to create a new
system for crime detection using unstructured text mining techniques. It focuses on
solving problems of discovering social relations between offenders from unstructured
text investigations and find out useful information by applying text-mining methods.
This system will be conducted in an investigation to help police officers to efficiently
detect hidden relations between criminals in a large volume of investigation
documents.

Understating relationships between crime investigations can help investigators to
detect hidden information in order to identify trends and patterns, and even predict
new actors of the crime. For example, suppose in Figure 1.1 that an investigator

interrogates an offender named ( Ali ) about an accident such as a theft, and the
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investigator has an archive of unstructured investigation documents d =(dy,da,..., dn)
where n is the number of documents. Where, someone need to find the relation
between (Ali) and other offenders using archive documents. First, all names of
persons will be extracted from each document. After that, stemming for those names
will follow criteria that unify the results of finding names of offenders. Accordingly,
direct and indirect relations between offenders will be extracted. In the end, results

will be visualized as shown in Figure 1.1.
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Chapter 1 Introduction

As shown in Figure 1.1,
1- Ali has direct relation to Jamal

2- Jamal has direct relation with Ahmed, so Ahmed may know Ali.
3- Ahmed has direct relation with Hazem, so Hazem may know Jamal and Ali.
4- And so on.

In our system, a three-stage approach to crime detection is suggested. In the first
stage, named entities in the target texts are automatically recognized. In the second
stage, social relationships between criminals from multiple investigations documents
are identified. In the third stage, hidden links between criminals are extracted by
analyzing the criminal social network. The goal, here, is to discover more evidences

about the crime.

1.1 Problem Statement

Police departments need a system to handle a huge number of investigation
documents to reduce effort and time in order to find hidden relationships between the
actors. These relations are very important to detect dangerous links between
networks and extract useful information from investigation documents that can be
used as an evidence.

Therefore, the current research attempts to answer the following question.

How can we investigate a relationship between offender actors of different crimes

using text mining based on investigation documents written in Arabic?
1.2 Objectives

1.2.1 Main Objective

The main objective of this thesis is to develop an effective system using text-
mining techniques to analyze Arabic-based crime investigation documents. This help
identify direct and indirect criminal relationships between actors in order to assist
investigators to detect hidden communities and identify other participants.

1.2.2 Specific Objectives

The specific objectives of the project are to:
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e Collect real data from police departments.
e Perform preprocessing phases and classification efficiently

e Find a suitable algorithm to extract Arabic named entities from unstructured
text.

e Propose an approach to build a criminal network.

e Analyze crime networks and trace patterns of behaviors.

¢ Identify the key person of offenders in the same investigation document.
e Visualize the resulting network to the user of the proposed system.

e Evaluate the performance of the proposed approach with real investigation
documents using recall and precision.

1.3 Significance of the Thesis

The importance of this study springs from the fact that crime ratio and complexity
of criminal accidents rapidly increase. And usually police officers, when follow a
crime, depend on the expertise of other police officers. It is also important because
safety of people is considered a major objective and concern in any country in the
world. Therefore, police needs rapid and effective techniques to predict crime
patterns and find a criminal network between offenders to improve strategic
decision-making. Moreover, text-mining methods have become a key feature for
homeland-security technologies [14]. To sum up, the current study is important
because of the following.
e Helps police officers predict crimes and extract relations between actors from
unstructured investigations texts; and this may lead to new clues and

criminals tracking.

e To the best of the researcher’s knowledge, the current system will be one of
the least attempt in this field using Arabic language in crime detection to find
invisible links between actors.

e There is no comparable study on real crime investigations documents.
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e Mines hidden relationships on criminal social networks by discovering
ambiguous relations between offenders.
1.4 Challenges of this thesis

There are several challenges in this area:
e Data set is written in Arabic language without grammar rules and

unstructured Arabic language.

e Existing techniques are developed for English language and do not always

work for other languages such as Arabic.

e There are many basic assumptions about capitalization and tokenization that

would not work for other languages especially Arabic.

e Most of the algorithms that extract names from unstructured text depend on

English language and not support Arabic Language.
e The name of the same person may be referred to more than one time.

e Collecting sensitive data about investigations from police departments in

Gaza strip.

¢ Due to the sensitive nature of real crime datasets, they are not easily available

for academic research because they involve problems and difficulties[15].

1.5 Scope and Limitations

There are some limitations, which should be considered during the phases of this
research. They are as follows:
e The research is only concerned about defining criminal networks between

offenders.
e The data set does not contain misleading or noise value.

e The dataset collected from police departments is only about theft incidents in
Gaza strip and limited to the period between the beginning of 2008 and the
end of 2013.
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e The research only considers documents in Arabic language.

e We assume there is a relationship between any two offenders which might be

found in the same investigation document.

1.6 Research Methodology

The research methodology, as shown in Figure 1.2 employed in this thesis is
described and summarized in the following points:

Background

To start this thesis, a great amount of relevant literature review is studied. This
leads the researcher to establish a road map for collecting appropriate materials
needed to cover this stage. Several sources are also used such as IEEE Explore,

Google search engine, ACM, etc.

Data Collection

The proposed work is carried out using a real dataset related to crime incidents.
This dataset is collected from police departments in the Gaza strip. In addition, the
target investigation documents about theft incidents in Gaza strip are limited to the
period between the beginning of 2008 and the end of 2013.

Document Pre-processing

This phase includes preparing the target data to convert them to some standard
format suitable for text mining. The preparation of such data consists of several
steps: tokenization, sentence splitting, foreign word/symbol removal, stop word

removal, and normalization [16, 17].

Extract person names using Arabic NER

Named Entity Recognition is one of the main natural language processing (NLP)
tasks [18]. First, the question that should be asked is: what kind of system or tools
can best extract Arabic names from text?

In this thesis, attempts are made to answer this question. Each person name is a

candidate to be a node in the crime network.
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Co-Reference

Co-Reference play a vital role for several Natural Language Processing (NLP)
applications such as Text Summarization, Machine Translation or Information
Extraction (IE) [19]. It is used when two or more names refer to the same person. For
example, (Ahmed) and (he said); the proper noun (Ahmed)and the
pronoun (he) refer to the same person, namely Ahmed. In this step, a standardization

of names is generated.

Normalization
The goal of the normalization process is to eliminate duplicate names that refer to

the same person. This reduces redundancy in the identified communities.

Extract Criminal Communities

A community consists of nodes and edges between these nodes [20]. The main
purpose of this phase is to extract communities from set of investigations documents
by extracting person’s hames. This leads to build a strong linkage between criminals.
It is assumed that a relationship exists between two offenders if they have
participated in the same crime. For that, FP-growth algorithm[21] may be used as it
is an efficient algorithm to find frequent pattern in a set of documents.

Extract Key person of Community

At the same time when a community is extracted from investigations documents,
if there is more than one person in documents, the frequency of a person’s name is
counted. The person with the highest frequency is labeled as the key person of that

community of criminals.

Detect Invisible Relations that Link Communities

Most contributions in developing social networks have exclusively focused on
direct links between actors [22]. However, it is an important step to discover the
unexpected actors in a crime. This can be by achieved finding a friend of a friend
relationship between person’s names in different communities. In fact, actors may

belong to different communities. Therefore, in this phase, an efficient algorithm is
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needed to detect the overlapping communities. In this phase, a system is developed to

discover hidden relations between actors using a new discovery algorithm.

Visualize Criminal Networks
To evaluate the accessibility of the current system, visualization will be used as

one of the technical possibilities after unstructured information has been transformed
into a structured representation (i.e., the crime network). The visualization is used to
simplify the process of results reading and drawing conclusions. While the criminal
names are mapped to nodes, the relationships are mapped to edges between nodes;

and we will distinct between direct and indirect edges.

Evaluation
System evaluation is a difficult task because there is no ideal crime network for a

given documents or set of documents and this type of evaluation depends on human
experts. However, in the current approach, a real data set is used to evaluate the
performance. In order to evaluate the effectiveness of approach, we measure the
precision of both direct and indirect relation between offender’s discovery modules
using some of actual real-life data. By manually expecting the result where obtained
from experiment data set; where expert human can verify the results and evaluate the
accuracy of the system. Also the scalability of the proposed system will be evaluated

by measuring runtime execution per data size.

10
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Figure 1.2: The Research Methodology

1.7 Thesis Format

The rest of the thesis is organized into 6 chapters, as follows: Chapter 2 discusses
the state of the art and literature survey. Chapter 3 includes the theoretical foundation
of the thesis. Chapter 4 presents the proposed crime detection approach. Chapter 5
presents the experimental results and evaluation. Finally, Chapter 6 presents the

conclusions, recommendation and future work.

11
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Chapter 2
Related Works

Objectives

e Discuss related research and current approaches.

e Provide Arabic crime detection literature review.

e Provide criminal social network analysis literature review.

e Discuss drawback and advantage of literature review.

12
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Many researches gave a great attention to criminal network analysis, but a few of
them proposed systems for a criminal network analysis to handle Arabic language. In
this chapter, a number of research works that focused on criminal network analysis
and crime detection is reviewed. This literature review is divided into two sections:

literature on crime detection, and a criminal network analysis.

2.1 Crime detection

There are some researches in Arabic crime detection such as: Alruily, et al in [1]
built software that is used to determine types of crime from free text. The main
approach of their paper is basically based on building a predefined dictionary that
contains some important keywords that can be used to classify the crime domain.
The researchers used two techniques in their paper. First; they used direct recognition
using gazetteers to recognize patterns of crime types. The second technique used set
of rules based on a predefined set of keywords for performing recognition function.
They also demonstrated an initial prototype for determining crime types from crime
news; but as it is noted, this prototype depended on a predefining dictionary that was
manually built and this may have caused a lack of system where it only looked up on
keywords that were previously defined in a dictionary list to classify a crime type.

The same authors in [13] extracted types of crime documents in a crime domain
using a rule- based approach, and a cluster of Arabic crime documents based on
crime types. The system had an ability to extract keywords based on syntactic
standard. However, the main drawback of their paper was that it did not extract
networks.

Sharef, et al in [17], tried to solve the problem of how to recognize an Arabic
name and use it in a crime domain. The system had three phases. First, the
linguistic preprocessing split the text in this system after the process of
tokenization; then both splitting and tokenization used Part of speech tagging which
was used in [23]. The second phase used in their approach was called Name Entity
Identification and Classification. It used pattern rules, a set of predefined gazetteer

which included a list of (people’'s names, organization and location names), and set of

13
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grammatical rules. The final phase of their approach included extraction and
classification of Name Entities. A corpus was also used to evaluate Sharif’s approach
aggregate from newspapers.

Alkaff, et al in [24] was built systematically collect information about the
nationality of criminal from crime news. Additional references are used to identify
the nationalities of suspects, victims, and witnesses. They evaluate the direct and
indirect extraction of nationality from crime news. Their model is based on
gazetteers and rule-based extraction, as well as a co-reference resolution to link the
references. However, these types of systems play an important role in gathering
crime information nowadays. However, our system concern in building crime social
network and discover the relation between offenders.

There are lots of work that has been done for named entity recognition such as,
Aboaoga, et al in [16] used some other techniques to extract an Arabic name
recognition. Where the focus was on extracting a person name in Arabic texts using
four techniques where, they used predefined keywords for persons names found in
different domains such as politics, sports and economy. Their approach consisted of
three phases. First, the pre-processing which was a preparation of the dataset using a
sentence splitter, tokenization and then normalization of the different forms of an
Arabic letter. The second phase was the annotations in which the authors used a
dictionary of person’s names to identify a person name in a text. The third phase was
the application of rules which was used to meet the named entities that were not
found in the used dictionary. However, they used four rules to identify a person
name. First, they used Introductory Words Person List  (IWPL) which uses a name
as a defined word. In relation to that, Buckwalter Arabic Morphological Analyzer
(BAMA) was used to get the Part of Speech (POS) tagging for the words that
appeared after the IPWL. The third rule recognized person’s names that occurred
before the Introductory Verbs Person List (IVPL). The forth rule was offered here to
recognize the persons names that appeared before the introductory person verb list

(trigger key-words).

14
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2.2 Criminal social network analysis

Chen, et al in [25] developed a system called COPLINK. The system allowed
different police departments to exchange data in an easy way. The system had the
ability to make data migration and access to different database types through one
user interface. The goal of their system was to develop knowledge management
systems and methodology for accessing, analyzing, visualizing, and sharing law
enforcement-related information in social and organization contexts. The drawback
of researchers’ system was that it was concerned about visualization and exploration
that built the network with known information. However, the system used structured
database.

Yang and Ng in [26] present a method to retrieve the criminal networks from a
website that provide a mechanism for blogging service using a specific topic
exploration. In addition, they are utilizing the web crawlers to identify the actors in
the network where participated in a discussion related to some criminal topics and
classify the performers in the network. After the network is constructed, they utilized
some text classification techniques to analyze the content of the documents. Finally,
they visualize the results to social network view or concept network view. However,
our proposed work is different from these works in three aspects. First, our study
focuses on unstructured Arabic text investigation documents obtained from police
departments. Second, most the work in this paper focus on identifying direct
relationships, but our work provides an algorithm to identify indirect relationships
between offenders in different communities.

Baumgartner, et al; in [27] employed Bayesian Network modeling utilizing the
fact that most offenders had previous criminal accidents . However, their system
aided in the suspect prioritization process with positive results. Nevertheless, their
approach was still limited because the research used a small sample for individual
crime network predictions.

Hosseinkhani et al in [10] provided a framework to analyze the web browsing
history sequences and links in scientific methodology to arrive the suspects, thereby
used in the investigation process by combining data mining technique with web log

analysis to obtain relevant information to help discovery of cybercrime. However,

15
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our work is different from this work where focuses on extracting information for
investigation from text files.

Al-Zaidy, et al; in [28] focused on the identification of invisible social group or
individuals from textual files using social mining methods. Hence, the main
contribution of their approach can be summarized in two points. First, it discovered
and identified the eminent communities in a set of documents and extracted useful
knowledge from it. Second, the researchers generated hypothesis of indirect
relationships between main offenders and other people names in the set of
documents. The process started by fetching documents from a suspect's machine and
then extracting a profile of data from available data, such as tagging names of
persons; then it implemented normalization of names. After that, it extracted
prominent communities to demonstrate contact information, city names, and perform
text summarization on the extracted text. Later, the process built community profiles
used to detect names that had hidden relations in the communities and visualize
criminal networks. The drawback of their paper was that it used the Stanford NER
which was trained to deal with English newswires and handle only with English
documents. In addition, unstructured textual data were obtained from offenders hard
drives while the data of the current study were obtained from real investigations
documents. Also, their method did not analyze the interaction between indirect
documents and criminals. Moreover, the authors focused on extracting profile data
from available criminal networks.

D. Prakash, et al; in [15] the contribution of their paper was to try to find hidden
relationships in criminal social networks, and discover invisible relations between
actors and match nodes that were related to others. The authors of this paper used
mining algorithms such as Min-cut and Regression-Based for community mining
where it was able to detect an acceptable number of invisible societies. The main
drawback of their paper was that it only utilized a real social network dataset to
extract hidden relationships and analyze networks. However, the research under
study aims to build a criminal network and discover hidden relationships between
offenders and between communities.

Igbal , et al; in [29] in their paper, the authors utilized chat log to build a

framework to analyze messages to detect crimes. The framework was able to extract

16
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criminal networks from chat log, extract topic of chat without a prior knowledge, and
identify the information about crimes. After that, they made visualization of the
knowledge for investigation.

We can conclude that studying the papers it was clear they did not tackle the
relationship in extracting criminal names network in Arabic language. In addition,
the current thesis focuses on unstructured Arabic language texts and obtained real
data sets from police officers. Therefore, the new approach will extract social
networks using Arabic texts. In addition, features from Semantic networks will be
used to provide more features about crime networks that can help investigators to (1)
discover community, (2) determine indirect connections between offenders in
different documents and other criminals, (3) provide the capability to discover the
key person of a community, finally, (4) measure the importance of nodes by
measuring incoming and outgoing links to the node to determine the important
person in the network.

2.3 Summary

In this chapter, we presented a review of existing works closely related to our
research and identified the advantage and drawbacks of existing approaches; we
classified the previous works into two categories: The first category includes
approaches used in Arabic crime detection. The second category includes approaches

used in criminal social network analysis.

In the next chapter, we present the theoretical foundation underlying our research.

17

www.manaraa.com



Chapter 3

Theoretical Foundation

Objectives

e Present theoretical information used in this thesis.

e Provide tools used to extract person names from text.

e Provide methodology used to create discovery algorithm using hypothesis
generation.

e Provide how data visualized.

e Provide methods for performance metrics.

18
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In this chapter, the fundamental concepts which represent the basis for
understanding our research are presented. First, Named Entity Recognition is
introduced, followed by providing an overview to Name Entity Recognition (NER)
and development environment used in this thesis. Then provide an introduction about
hypothesis generation used in creating our discovery algorithm. After that, we
introduce criminal network analysis and data visualization. Finally, we present an

overview of used performance metrics and classification measures.

3.1 Information Extraction

Information Extraction (IE) is used to automatically extract structured information
from unstructured or semi-structured readable documents. Information Extraction is
a subfield of Natural language processing (NLP) [30].

Natural language processing is the field of Artificial Intelligence (Al) that
concerned with interactions between computers and natural human languages. In the
past few decades, many of the application were developed to handle by the NLP field
such as Information Retrieval (IR), Machine Translations, Text Mining (TM),
Question Answering (QA). The main focus of NLP or IE in general is Name Entity
Recognition (NER) [31, 32].

3.2 Name Entity Recognition

NER is also known as entity extraction or entity identification. The concept of
NER was born in MUC (Message Understanding Conference) in 1990s. It is a very
important subtask of information extraction that aims to find and classify the name in
unstructured text, the main task of NER was broken down into three subtask
included:

- Name entities (NE) - ENAMEX tag to identify proper names including

locations (cities, countries, rivers, etc.), persons, and organizations (company,
government, committees, etc.).

- Temporal Expression - TIMEX tag to identify dates and times.

19
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- Number Expression - NUMEX tag to identify number and percentages and
money in documents [33].

In our work we only need Name Entities.

3.2.1 Learning method of NER

The essential part of NER system is to identify previously unknown persons.
This ability depends on whether the detection and classification rules triggered by
features with positive and negative examples assigned. While early studies were
mostly on craft rules that use the most recent monitoring Machine learning as a way
to induce automatic systems or rule-based sequence Labeling algorithms based on a
collection of examples of training [34].

There are three primary methods of learning NE: Supervised Learning (SL),
Semi-supervised learning (SSL) and unsupervised learning (UL). The main
imperfection of SL is the requirement of a large annotated corpus. The lack of such
resources and the high cost of creating them lead to two other alternative learning
methods [35]. In our work we will concentrate on SL because of the availability of

resources.

3.2.1.1 Supervised Learning

The idea of supervised learning is to learn automatically from large collection of
annotated documents and then supervised by human [36]. Examples of systems that
are based on this approach of SL techniques include Decision Trees [37], Hidden
Markov Models (HMM) [38], Support Vector Machines (SVM) [39], Maximum
Entropy Systems (ME) [40], and Conditional Random Fields (CRF) [41] [42]. The
main SL method, which is often suggested, consists of tagging words of a test
corpus, if they are marked as entities in the training data. The efficiency of the
system relies on the baseline to be passed into the vocabulary, with the percentage of

words that appear without repetition, both in training and test corpus.
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3.2.1.2 Semi-supervised Learning

As the name implies, enclose a small degree of supervision for the learning
process. This type of learning is still comparatively young and it has still improved
and tested with NER tasks. The famous techniques used for this approach is called
bootstrapping, that only requires minimal supervision, namely, a set of seeds in order

to initiate the learning process [43].

3.2.1.3 Unsupervised Learning

The last dominant technique, for NER learning methods, depends on clustering
approach. Basically, the techniques based on existing semantic lexical resources such
as WordNet, on lexical patterns and on statistics computed on a large unannotated
corpus [44].

3.3 Integrated Development Environments

To generate NE from text, a tool can be used this tool called Integrated
Development Environments, common Environments are:
1. GATE The General Architecture for Text Engineering
This is one of the most popular tools used to dealing with NLP. It is free
and open source tools developed at the University of Sheffield in 1996.
GATE is built based on JAVA used by the researcher as infrastructure for
developing and deploying software components that process human
language such as NER projects, coreference resolution, and others [45].
GATE handles with Multilanguage such as Arabic, English, Chinese, and
Hindi, etc. GATE supports many text file formats such as XML, HTML,
PDF, RTF, email, and plan text [46]. GATE provides many essential tools
such as gazetteers, chunkers, Pos taggers, tokenizers and parser. Also,
GATE has features to build rule-based NER system which help the
researcher and development to build their own grammatical rules as a finite
state transducer using JAPE (a Java Annotation Patterns Engine). Also,
GATE has many build in plugins used for specific language such as Arabic

plug-in that contains many components such as gazetteers, toknizers,
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orthoMatcher and other. Therefore, many researcher used GATE tool such
as Elsebai and etal in [47], Shoaib in [48], and other.

2. LingPipe is a Java based natural language processing tool kit founded by
Alias-l in 2006, it is a free version with limited production for text
processing using computational linguistics where need to upgrade to obtain
full production. It supports different natural language processing such as
POS tagging. NE recognition, spelling correction. NER in LingPipe
components based on hidden Markov system interface and the learned
system can be evaluated using k-fold cross validation over annotated data
set. LingPipe is multi-lingual such as Arabic, English, Chinese [45, 49].
Many researchers used LingPipe tool such as S Abdel Rahman and et al in
[50] and others.

3. NooJis a free tool for linguistic development multi-lingual environment.

NooJ enables the developer to build, test, and maintain large coverage lexical

resources, as well as applied morpho-syntactic tools for Arabic processing.

However, there are many researchers used NooJ tools such as W Brini and et

al in[51], Mesfa in [52] and others.

However, in this research we used GATE tool to extract named entity from an
Arabic unstructured text because it have many facility such as:

1. Easy to use.

2. Have most tools such as gazetteer, tokenizer, etc.

3. Easy to build JAPE rules.
4

Have many plugins used for Arabic language.

3.4 Hypothesis Generation

In this thesis, we have used hypothesis generation term to discover a new
relationship between offenders in different communities. A new hypothesis
generation required prior knowledge, experience and intuition [53]. Many
researchers used data mining techniques or other metric analyses to start generate
hypothesis such as Swanson and et al in [54] where he used text mining techniques to

propose several hypothesis generation. However, in our thesis, we used hypothesis
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generation to discover community from investigation documents and also we used it

in building our discovery hidden relationship algorithm as follows.

3.4.1 Community discovery problem

The problem of defining community is to identify groups of offenders from
investigation documents that’s obtain from police departments. Let D set of
investigation text documents. Let U={p1, .. , pn}0 denoted all offender names in D.
each d € D is represented as set of offender names such that d € U . Each
document in D has community C < d where C is grouping of person names founded
in d if and only if number of personsin C > 1
Definition 3.1 (Community discovery)

Let D be a set of Arabic investigation documents where each document d € D
represent a set of person name k where k € U. Community is a set of person names

k in document d if k > 1 person else community for document will ignore.

3.4.2 Discovery Algorithms

In normal state when the user query about topic A should return terms B that
related to it. If the user is interested to study relation between two topics such as A
and C; he should query to finding one or more collection of terms B that intermediate
between A and C.

3.4.3 The Problem of Indirect Relationship Discovery

Let D be a set of Arabic investigation documents and let C and E be a prominent
community in D. Let U be the set of distinct offender person names in D. The
problem of indirect relationships discovery between two communities C and E
where p sets of the intermediate chain of individual p € U called T that identify the
relationship between C and E. Intuitively, we need to determine a set of terms that
connect two community with others. Using the concept of hypothesis generation, we
can present the problem of extracting indirect relationships as follow:

Consider a criminal prominent community C, E and an individual p in D. Let R(.) ©
D indicate the set of documents containing the enclosed argument where the
enclosed argument is a community. The problem of detecting hypothetical,

conceptual linkages between communities C and E uses intermediate individuals p in
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U is creating the tuple (C; E) from D. This tuple is generated for each community in
D by identifying connecting terms t that conceptually link C and E. Where terms t
represent intermediate individual between C and E and occur at least once in both
two communities.

Definition 3.2 (Indirect Relationship)

Let D be a set of documents. Let U be a set of unique names in D. Let C and E
be a prominent community and p and k be an individual where C € U , E < U and
p,k € U. Let R(C) and R (E) be two community extracted from two documents in
D. An indirect relationship, between C and E is defined by the tuple (C, E)
generating by identifying terms [t, .., ty] such as:

1- R(C)NR(E)=p
2- (p1 €R(Q) A(pl €R(E))
3- R(ONRE)=p)A(RE)NRM) =k) =~ (R(C)NRM)) =
pand k
According to this definition, an indirect relationship between two communities C and
E using intermediate of individual p if the following conditions apply:

1- Community C and E have indirect relation if intersect in intermediate
individual p between them and this called first level of indirect relation.

2- If community C has relation with community E using individual p, and E
community has relation with community M using individual k. The results
community C will have hidden relation with M using individual p and k as
follows:

C - E using indivdual p and E — M using indivdual K the results will
be: C - M using indivdual p and k and this called second level of indirect

relation and so on.

3.5 Criminal Network Analysis and Visualization

In this days criminal network analysis has long used in intelligent law
enforcement as a task that is related to organized crime. The analysis is performed by
collecting data from various incidents and sources connected to the case under

investigation. When analyzing such crimes investigators not only explore the
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characteristics and behavior of individual offenders but also pay much attention to
the organization, structure, and operation of groups and the overall network. [53, 55]
A good to begin the analysis process is to map the criminal activities to a
visualized graph that displays the associations between the criminals. In this section,
we present the patterns in criminal network analysis methods and tools. We also

discuss visualizing criminal networks processing to help police solve crime.

3.5.1 Criminal Network Analysis

Recently, the research on social network has received increasing attention. The
main feature of criminal network analysis is to discover the relationship between
entities and discover a new relationship. Graph theory looks at object as nodes and
the relationships as edges between nodes. These objects may be people, buildings,
companies, etc. while the corresponding relationships could be family ties, roads, or
competitive relation. However, Criminal network analysis (CNA) needs three points
of data- actors A, actors B, and the link or tie between them where actors called node
and can be people, organizations, buildings, computers, etc. for the purposes of this
thesis, each node in network refer to one community. Where community is a group
of individuals name as defined in Chapter 1. The linkage between nodes represented
as a set of persons names. Therefore, the main objective of graph theory attempt to
understand these networks where used to help detect and describe changes in
criminal organizations.

Criminal network analysis, therefore requires the ability to integrate information
from multiple crime incidents or even multiple sources and discover regular patterns
about the structure, organization, operation, and information flow in criminal
networks [56].

3.6 Data Visualization

Data visualization is the process of visually depicting data. The Visualization
method usually used to enhance the analysis of data and help in discovering a
valuable information. To visualize a social network, an appropriate layout algorithm
must be chosen to assign locations to nodes. Traditionally, Bellman—Ford algorithm
[57] was used for computes shortest paths from a single source node to all other
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nodes in graph, can run on graphs with negative edge weights as long as they do not
have any negative weight cycles. Dijkstra algorithm [58] better than Bellman-Ford
for sparse graphs, but cannot handle negative edge weights. However, in this thesis
we used Dracula Graph Library [59] where was built using JavaScript. JavaScript is
light and can be easily customized and integrated in a web page. We used Dracula
Graph Library for drawing a graph, for the web interface we used HTML through
PHP.

3.7 Performance Metrics

The performance metrics are a measure of system performance. There are several
performance metrics such as: efficiency and scalability, and many classification
measures like: accuracy, precision, recall, and F-measure. The performance metrics
are a measure of system performance. They will be used in later to evaluate the

effectiveness of our proposed approach.

3.7.1 Confusion Matrix

The confusion matrix [60] is one of popular tools to evaluate the performance of a
system in tasks of classification or prediction. The confusion matrix is represented by
a matrix with each row representing the instances in a predicted class, while each

column representing in an actual class as shown in Table 3.1

Table 3.1: Simple Confusion Matrix

True Class

Positive Negative

Positive True Positive (TP) |False Positive (FP)

Predicted
Class

Negative |False Negative (FN) | True Negative (TN)

e True Positive (TP): refers to the number of positive instances that are
correctly labeled by the classifier.
e True Negative (TN): refers to number of negative instances that are correctly

labeled by the classifier.
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e False Positive (FP): refers to the number of positive instances that are
incorrectly labeled by the classifier.
e False Negative (FN): refers to number of negative instances that are

incorrectly labeled by the classifier.

3.7.2 Accuracy

Refer the percentage of test set instances that are correctly classified by the
classifier.

(TP +TN)
(TP + TN + FP + FN)

Overall Accuracy =

(3.1)

3.7.3 Precision

Refer to the number of correctly predicted items as a percentage of the number of
items identified for a given topic. The higher the precision, the better the system is at

ensuring that what is identified is correct.

P jon = TP 3.2
recsion = (TP ¥ FP) (3.2)

3.7.4 Recall

Refer to the number of correctly predicted items as a percentage of the total

number of correct items for a given topic.

TP

Recall = m (33)

3.7.5 F-measure

It is a standard statistical measure that is used to measure the performance of
system. The F-measure is a conjunction parameter based on precision and recall.

. 2 X Precision X Recall 3.4
—rheasure = Precision + Recall (34)
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3.8 Summary

In this chapter, we presented an overview of the basic theoretical foundation
related to our research. We present Name Entity Recognition (NER), integrated
development environment, Hypothesis Generation (HG), criminal network analysis
and visualization. Finally, we described performance metrics and classification

measures that are used to evaluate the effectiveness of a crime detection approach.

In the next chapter, we provide a detailed description of the proposed crime

detection approach.
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Chapter 4
The Proposed Crime Detection Approach

Objectives

e Present detailed information about the proposed architecture phases.
e Describe the components of each phase.

e Show how the components of the system's architecture interact.
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4.1 Introduction

In this chapter, we present the proposed crime detection system (CDS)
framework. Section 4.2 provides an overview of the framework's architecture.
Section 4.3 describes the corpus collection and preprocessing stage, which is
comprised of three components: data gathering, tokenization and normalization.
Section 4.4 presents the steps of extracting offender names from investigation
documents, which is dedicated to building crime communities. Section 4.5 provides
a new algorithm used to discover hidden relationships between communities. Finally,
Section 4.6 presents the visualization stage.

4.2 The Overall Crime Detection System (CDS) Architecture

An overview of the framework’s stages, as depicted in

Figure 4.1. It is divided into four types of activities:

1. Initial Preprocessing Stage
This stage contains four components: data gathering, data preprocessing,
tokenization, normalization.

2. Extract offender names Stage
Extraction of offender names plays a vital role in building our system, at this
stage we create many rules based grammar using GATE tool and made
updates to gazetteer lists by adding a new person names in it to extract person
names from documents by utilizing the proposed corpus that were presented in
the first activity. After that, we build communities of crimes.

3. Extract hidden relationships
In this phase, we build an algorithm to discover hidden relations between
offenders in different communities.

4. Visualize the results
In order to assist in analyzing the discover relation, a visualization process is

employed.
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Figure 4.1: System Architecture
Detailed explanations of each stage are provided in the following sections.

4.3 Initial Preparation Stage Architecture

This stage contains four main components: data gathering, data preprocessing,

tokenization, normalization. Each component described as follows:

4.3.1 Data Gathering

One of the difficulties that encountered this work in the field of getting real
Arabic investigating documents where it is unavailable to public. The first step is
documents gathering, conducted in order to build a corpus. A corpus used to collect
documents in one place and allow run analysis in all documents at the same time.
However, we got our corpus from police departments in the Gaza strip about theft
incidents, where the investigation documents limited to the period between the

beginning of 2008 and the end of 2013 and the total number of documents were 777
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cases. It is well known that text mining research relies heavily on the availability of a
suitable corpus.

4.3.2 Data preprocessing

The corpus is collected from real investigation documents used by text mining
techniques for performing various tasks, such as text preprocessing are applied to

remove non-Arabic text.

4.3.3 Tokenization

An important step in the processing of textual documents, which takes place
before an information extraction is tokenization. Here the words in the documents are
separated out into individual words that are identified by the blank spaces or special

character between them. This step performed using GATE tool.

4.3.4 Normalization

Usually this process used before Appling the text mining techniques in order to
avoid or reduce data scatters in the data being processed. In Arabic, it is possible to
write Ahmed in two different ways "xa)" Alef without Hamza above or "seai" Alef
with Hamza above. Therefore, to make the data more consistent, this process is
applied. Normalization process includes the following steps:

e Replace some characters:
o As vowels like Alef with Hamza (1), () with Hamza below or
madda () becomes simply Alef (1).
o The second character is "3" which may write at the end of words as
"s" or "s"; this will be normalized to"s"
o The third character is "s" which may write at the end of words as
"s" or ""; this will be normalized to "s"
e Delete special characters: as "(" and ")"

However, this process makes the corpus more consistent.
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4.4 Extract offender names Stage

It plays a main role in our research, where one of our main goal is to discover
hidden relationships between offenders in different documents. However, the first
step in our research is to identify offender names from unstructured crime
investigation documents. There are many tools and methods in market to extract
named entity recognition from text such as Stanford NER [61] but most of them used
to handle English language. However, we have applied this stage using GATE tool to
identify proper names we used two methods: firstly, used predefined list or
Gazetteers and add a new names to it. Secondly, we adopt many rule based approach

to develop our system.

4.4.1 Gazetteers

The gazetteer lists are plain text files with one entry per line, each list represents a
set of names such as names of cities, organizations, locations etc. This type of
gazetteer is built manually. Therefore, for extracting proper name we implement the
following preprocessing steps to increase the quality of the result:

e Modify Gazetteer list
We collect the results of High secondary school (Tawjehi) results in
Palestine from period between 2012 and 2014, where the researcher
separate the person names to three categories:
o Male names
o Female names
o Surname or family names
e Gazetteer Normalization

Before modifying Gazetteer lists in GATE by adding a new person names, we
apply normalization steps explained in previous subsection 4.3.4.

After that, we remove the duplicates of names in each categories and modify
GATE Gazetteer lists as shown in Table 4.1.
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Table 4.1:The results of modifying Gazetteer lists

# List # of records # of records New

before after records
1| male_names.lst 2,780 4,431 1,651
2|  female_names.Ist 708 2,220 1,512
3|  surnames.lst 198 8,239 8,041

4.4.2 Rule-based approach

The rule-based approach applies a set of grammar rules are implemented as
regular expressions to relies on linguistic knowledge in order to extract pattern base
for location name, person name, organization, etc. these rules mostly depend on
large lists of lookup gazetteers [62]. In our research, we focus on only extracting
offender person names. Implementing rule-base algorithms in GATE Developers
requires expert knowledge in Java Annotation Patterns Engine (JAPE).

4.4.2.1 Java Annotation Patterns Engine (JAPE)
JAPE grammar provides pattern matching in GATE, where each JAPE rules

consists of a set of phases, each of which consists of a set of pattern/action rules.
However, each JAPE rule consists of the left hand side (LHS) contain pattern to
match and right hand side (RHS) which contains annotation or features to be created
[63].

4.4.2.2 Rules for Offender Person Names Extractor

We implement many JAPE rule-based algorithm using GATE tool to improve
nominating the correct names from unstructured text. So we divided the rule base
objective into two sections. Firstly, we built many rule-based algorithms to choose
the proper offender name from Arabic investigation documents such as follows:

e We built a rule used to annotate each offender name in investigation
documents which is preceded by the Arabic word "se2I" which means
“The named”.

e Another rule used to annotate that each offender name is preceded by the

word "~¢2I" which means the “Accused”.
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e Another rule used to annotate each name by the position of the person in
Arabic such as: " &).. «.J¢<.2¢ a" which is : “Eng., Dr, Mr., etc.”
e Another rule used to choose strange of offender name where assume that
each name in investigation document preceded by nickname such as " s!"
which means “The father of” or "a" which means “The mother of” will be
considered as a name.
Secondly, we built many rules based to remove all annotations about non-offender
names such as follows:

e Rule based that used to remove annotation about all personal names which
preceded by the word "¢kl s<lI" which refer to the citizen name who provided
the complaint and not the offender name.

e Another rule built to remove annotation about names of facilities or buildings
such as a name of a mosque which refers to a real person name such as s"
"lla A 2 e which means “The mosque of Ali bin Abi Talib”, where Ali is
a name of a person that refers to the name of the mosque.

e Another rule that used to remove annotation about name of a location or
a residential neighborhoods that carry names of persons such as: " el & L&
Jaadl ae™ which means “Ahmed Abdel Aziz St.”
An example explaining applying the JAPE rule: First we create in List 4.1, which
aims at removing the annotation of the person who provided the complaint such as:

MO JalA /kl gall 2085 Khalil Hussein is the complainant (non-offender name).

Rule: nonOffenderNameRule
Priority:10
(
( {Token.string =~ "b/s<"} ({Token.string =="/"}) )
({Lookup.majorType == person})+ :nonOffender
):ignore
-->
{
GATE.AnnotationSet lookup = (GATE.AnnotationSet) bindings.get("nonOffender");
GATE.Annotation ann = (GATE.Annotation) lookup.iterator().next();
Long startOffset = ann.getStartNode().getOffset();
Long endOffset = ann.getEndNode().getOffset();
GATE.AnnotationSet toGo =
GATE.AnnotationSet)inputAS.get(""Lookup",startOffset,endOffset);
inputAS.removeAll(toGo);

}

List 4.1: Rule 1 remove annotation from non-offender person name
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Another rule used to remove annotation from name of residential neighborhoods
such as "¢)sa &l sk which means “Elshekh redwan area”, as described in
List 4.2.

Rule: nonPersonRule2
Priority:20

(

1) s o] LS

(

{Lookup.majorType != person}
{Token.string =~ "zi"}

{ Token.string =~ "J/s= '}

)

I

(

{Lookup.majorType == Per_desc}
{ Lookup.minorType == surname }
)

|

(

{Lookup.majorType != person}

{Token.string =="_""}

{ Token.string =~ "_ni€./"}

)

):ignore

>

{

GATE.AnnotationSet lookup = (GATE.AnnotationSet) bindings.get("ignore");
GATE.Annotation ann = (GATE.Annotation) lookup.iterator().next();
Long startOffset = ann.getStartNode().getOffset();

Long endOffset = ann.getEndNode().getOffset();
GATE.AnnotationSet toGo =
GATE.AnnotationSet)inputAS.get("Lookup" startOffset,endOffset);

inputAS.removeAll(toGo);
}

List 4.2: Rule 2 remove annotation from non-offender person name
The complete implementation of Person Names Extractor is listed in Appendix A.

4.4.3 Criminal Communities Discovery

After identify offender names, the next step is to identify all prominent criminal
communities. Criminal communities’ discovery is a major component in the system.
We assume that each offender name in the same investigation document will be in
the same community as defined in Section 3.4.1. Furthermore, variants of the same

offender name in the same community are represented as one name. For instance,
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“Momea AlA daae "G deaa” "aeas" gre transform to the common form: Al aeas”
"o,
The community contain a group of offenders who interact frequently with each
other in the same investigation text document. Therefore, each individual in the same
community have a strong linkage and direct relation with others. Moreover, it
generates hypothesis for potential indirect relationships between individuals across
the data set.
In some real life criminal cases, only one offender founded in investigation text
document. Therefore, to get the best results, we ignore all communities have only
one individual name. However, we use JAPE GATE tool to extract community as

show in Appendix A, List 8.

4.4.3.1 Extract Key person of Community

Key person is the individual with highest repeated his name in the same
community of criminals. This may leads to new clues for further investigation. In
Appendix A, List 8 used to extract key person of community by counting the number

of repeating names in the same community using name matching techniques.

4.5 Indirect Relationship Extraction

Our goal in the previous section is to identify all prominent criminal communities
in each Arabic investigation documents for evidence extraction. In this section, we
examine the communities’ contents to further analyze the offenders’ criminal social
networks. Hidden and indirect relationships discovery play a vital role of analyzing
criminal communities relationships.

In this section, we propose a new algorithm to discover the hidden relationship
between community identified in pervious section and other offenders who are not in
the community. The linkage extracted as chain of intermediate names that link a
community as define in section 3.4. Thus, let C be a set of prominent communities.
Let U= {py,...,pn} Where U denote all distinct offender names in C. Each community
c € C is represent a set of offender names such that c < U, the indirect relationship

discovery algorithm identifies unlimited of intermediate offender names between two

communities. For instance, R(c;) N R(c;) = p indicates community ¢; has indirect
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relationship with ¢; community through the individual p, which p is one or more
intermediate names between communities. The indicate relation may be considered
valuable from an investigator’s perspective since it indicates the relationship between
community and offenders in these community.

The proposed algorithm is to find unlimited of intermediate terms between two
communities using recursive function. The algorithm applied for each community c;
that previously defined as inputs, where each community c¢; has an Id of a
community and a list of offender names. In addition, the algorithm needs a list of all
distinctive offender names as a U to be considered as an input. The following
explains how the algorithm works:

e The first step is to find all matching names found in U list. The algorithm
for this step uses OrthoMatcher plugin in Gate tool.

e The next step is to find all repeated offender names using the results from
the first step. After that, the repeated names list will be used to find the
intermediate of offender names between communities and this will be the
first level of indirect relationship.

e Consequently, the algorithm applies the recursive function to find all
intermediate offender names between communities. Where each new
discovered indirect relationship between communities increases the level
variable plus one. Where the level refers to the depth of the relationship
between communities.

The Algorithm 4.1 shows the full steps of the indirect relationship discovery.
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Algorithm 4.1: Indirect relation discovery algorithm

Input:
. List of person names in d where d e D
e.g. : array([10]=>offender name;, offender name;,, offender name;
[15]=>0ffender name,,offender names
... Etc)
Where array index represent community id and array values represent person name for
each community.

Output: indirect relation between communities and persons

1. Find all name matching in List of person names.

2 Duplicate_Name[]= all repeated person in Step 1 where count > 1
3 Foreach(Duplicate_Name as name ) loop

4, Check if name exits in List of person

5. If True then

6 tmp [] = doc_key

7 End if

8. If count(tmp) > 1 then

9. Result[name] = tmp

10. Endif

11.  Clear tmp list

12.  End loop

13.  If count(Result) > 0 then

14. namesList = all names in Results

15. Hidden = call hiddenRelation(namesList,Result,2)
16. Endif

17.  Function hiddenRelation(namesList,Result,level){
18. Duplicate = get all duplicate name in namesList
19. If duplicate not have value then

20. If level > 2 then

21. Return result

22. Else

23. Return null

24. End if

25. Else

26. Loop foreach item in duplicate

217. Loop foreach list in result

28. If item exist in list then

29. Indx += key of list

30. newList = Remove item from list
31. Tmp[] = newList

32. End if

33. End loop

34. If count(tmp) > 1 then

35. Tmp = unique tmp

36. Result[indx] = tmp

37. End if

38. End loop

39. namesList[] = all item in result

40. Return hiddenRelation(namesList,Result,level+1)
41. End if

42. '}
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4.6 Data Visualization

In this thesis we used Dracula Graph Library [53] where was building using
JavaScript. We used Dracula Graph Library for drawing a graph, for the web
interface, we used HTML through PHP. In this graph, each community of offenders
map to node and the relationships present as edges, each edge contains offender
names in it. In this phase, the end user provide with network graph and data table as
detailed view.

In a data table detailed view, users can view criminal communities of offenders
and show the relationship between two communities and the level of the relationship.
The investigator can do a quick search of all fields in the data table and specify

offender name or community to view the potential hypothetical links.

4.7 Summary

In this chapter, we presented the proposed crime detection approach. We give an
overview about the system and then present the stages of the system beginning from
initial preparation stage architecture, then we presented the state of extract offender
names from Arabic unstructured text using GATE tool, after that we take about an
indirect relationship algorithm. Finally, we presented data visualization library and

tools that used to represent the results to the end user.

In the next chapter, we present and discuss the experiments carried out to

realize and evaluate the proposed approach.
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Experiments and Results

Objectives

e Explore Crime Detection System (CDS).
e Extract offender names from unstructured text.
e Discover hidden relationship between communities and individuals.

e Visualize the results.
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In this chapter, we present and analyze the experimental results to provide
evidence that our approach can identify offenders’ names from Arabic investigation
documents. In addition, it has the capability of community identification. In addition,
we evaluate the performance of the proposed algorithm in discovering hidden
relation between communities and individual. Finally, we visualize the results in a
graphical representation to provide views of final user to show the results of

proposed methods.

5.1 Experiments Setup

In this section, a description about the experimental environment, tools used in
experiments, measures of performance evaluation of named entity recognition (NER)
to extract offender names and the indirect relationship discovery algorithm has been

provided.

5.1.1 Experimental Environment and Tools

We applied experiments on a machine with properties that is as shown in
Table 5.1

Table 5.1: Machine environment properties
System Model Dell

Processor 2.30 GHz Intel Core i5-2410M
Memory Modules | 4 GB

Hard disk (HD) 500 GB

Operating System | Windows 7

To carry out our proposed system that presented in Chapter 4 (including the

experimentation), special tools and programs was used:
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1. GATE tool: used to manipulate natural language processing techniques in
our approach, and conduct experiments practical and extracting the offender
names from Arabic unstructured investigation text.

2. PHP and JavaScript: used to apply indirect relationship discovery and

visualize the results.

5.2 Arabic Investigation documents Corpus

We used 777 real investigation documents about theft crimes from the police
department in the Gaza strip for the period between 2008 and 2013 as a source of the
corpus. The average size of a document by words is about 300 words/document.

The dataset is divided into two sets: The first dataset contains 50 investigation
documents used as a training phase in order to build rule-based approaches and
modifies the Gazetteer lists.

The second dataset contains 727 investigation documents which used by our
system to test extracting offender names from a text and creating communities. In
addition to discover the hidden relationships.

We perform all text-processing techniques on the corpus; including tokenizing
string into words and normalizing process to initialize the text as in Section 5.3
which provides more details about data preprocessing stage. However, to implement
this phase, we use GATE tool developer.

We create three corpora in GATE as shown in Figure 5.1, where the first crime
corpus used to upload the Arabic investigation documents which used to extract
offender names and build communities for each document. The second corpus which
named Real Results used by human experts to identify offender names manually
from documents selected randomly from the first corpus, consequently these results
will be used to calculate Precision, Recall and F-measure as described in Section 3.7
via using Annotation diff tool. Finally, the third corpus is used in the hidden
relationship discovery algorithm to identify matching names between communities as

described in Section 4.5.
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Figure 5.1: Crime Detection corpus

5.3 Data Preprocessing Stage

GATE Developer tools has collection of operation that are suitable for text

mining. In this phase, crime corpus that is identified in pervious section 5.2 are

prepared to make them a standardized format for the text mining process. There are

many of preprocessing techniques such as cleaning, document normalization,

tokenization and others. For more details about in Figure 5.2 show preprocessing

methods used in our system using GATE tool.

Selected Processing resources

I Mame Type

& O Document Reset PR_00012 Document Reset PR

[ Q‘:— Arabic Crime Doc normalizer Document normalizer

[ ) 'E: Arabic Crime Doc Tokeniser Arabic Tokeniser

& [‘. AMMIE Sentence Splitter AMMIE Sentence Splitter

m

Figure 5.2: Preprocessing techniques
The document reset resource enables the document to be reset to its original state,

by removing all the annotation sets and their contents, apart from the one containing

the document format analysis.

5.4 Name Entity Recognition

Most research in NLP use GATE to create their own programs and pipelines.

GATE comes with pre-load plugins handle many fields and Multilanguage. In this
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phase we use an ANNIE application (A Nearly-New Information Extraction system)

to tag previous crime corpus with names entities.

5.4.1 A Nearly-New Information Extraction system (ANNIE)

ANNIE is a ready-made information extraction system for English by default, is
provided as part of GATE tool. Application ANNIE is made up a chain of Processing
Resources. However, ANNIE consists many component used finite state techniques
to implement various tasks from tokenization to semantic tagging or verb phrase
chunking [64].

In this research we create a new ANNIE to handle our Arabic crime corpus
describe in Section 5.2. ANNIE components from a pipeline as shown in Figure 5.3
as part of ANNIE used to extract named entity recognition. In addition there are
several processing resources such as Gazetteer are not part of ANNIE itself but it
come with GATE installation [47].

Gazetteer Is a list build Name Entity Recognition (NER) describe in Section 4.4
are add as ANNIE Gazetteer. It used to identify proper name within documents.
Also,

Arabic Main Grammar Used Java Annotation Patterns Engine (JAPE) to
implement regular expression base on rules, we identify many JAPE rules to satisfy
high accuracy in offender names extract for more details about research JAPE rule
list describe in Section 4.4. The complete implementation of Offender Names

Extractor is listed founded in Appendix A.1
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Figure 5.3: Name Entity Extraction

ANNIE NE transducer

Gazetteer used to find terms that suggest entities, but usually entity is ambiguous
e.g. “May 2015” vs “May I can help you ?”. Therefore, NE transducer used to
classify the terms that the lookup is identify, these classify can help disambiguate.
The NE transducer use one or more grammars written in the JAPE language [65].

Arabic OrthoMatcher

OrthoMatcher module used to solve the problem of coreference and name
matching in text. The orthoMatcher module detects orthographic coreference
between named entities in the text e.g. "¢ A" and "AW" usually refer to the same
person name in the same. OrthoMatcher can used to improve the name classification
process by classifying unknown proper name [66]. In this thesis, we used Arabic
OrthoMatcher to identify a key of person in investigation text by extracting the large
number of name matching. Figure 5.4 and Figure 5.5 show the sample results of
using Arabic OrthoMatcher in GATE tool.

Annotation Sets |Annotations List| Annotations Stack |Co-reference Editor Q

| = -
gt @8l olb ail gl g0l Ulbg & a0 48wy el aoe ool ol l@alee el dy dlilue Ll oblgel] padi sl sl o il v Sets: | Default |
rlog

Types: |Person -

Co-reference Data

E| Default

Figure 5.4: Sample OrthoMatcher Results in Co-reference Editor
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|Annotation Sets| [Annotahons Llst] Annotations Stack  Co-reference Editor Q

Glos o a8l b il [ s 0l Ulss 4 jao a8 BIDIIEEREY oo o)l oLS @alee ey dllus Juls oblgall oads Uil sluso _sd @il

Type Set Start End Id Features

Person| | 72| SZ| 154|{k|nd=gaz, matches=[154, 155], rule=FirstnameOnly}

Personl | 1El?| 112| 155|{k|nd=gazr matches=[154, 155], rule=FirstnameOnly}

Figure 5.5: Sample OrthoMatcher Results in Annotation List

b4

[] bate

[ Lookup
Person

[7] Sentence
[ SpaceToken
[ Token

After selecting PR, for pipeline, the application running and the result display as

annotations.

Annotations

One of the main features in GATE is to represent information about the text, and

allowing user to obtain various information about the texts being processed.

However, different processing module such as tokeniser and NE transducer running

over text, represent as show in Figure 5.6 using annotations features.

|Annotation Sets| [Annotaﬁons List] Annotations Stack  Co-reference Editor q

oo J5 Plo it wl 0F Caarr 2050 Ll 3l foblgad] Jreo 0 (Ve cosdies Gaanss Uloilog B il ) Lo 2L 88wy oalopeo old oo Cloglso 3048 Ay
busing s Loga Bigh 05 Carz py ol pall O1%aw Gliss 181} Ung (o blgall Ujaos logs ol (s08 uai o5 oo SENGRIRIEES o0l , iSRS o .0l
piaulss  pSisll Slpall Jxo oo gLl @8y 18305 O am auleg ol oo £l 48wy ol6 5 BBl (S il Ol 1)8] pg=o  dabwed| amrg 35 pnll gleoll
dlytll Gafing uion ol Sljpenlly dundll ppallsl ..

Type Set Start End Id  Features

Person 4 8|1047|{kind=gaz, rule=FirstnameOnly}

Person 155 170|1045|{kind=gaz, rule=FirstnameOnly}

Person 181 196|1050({kind=gaz, matches=[1050, 1052], rule=FirstnameOnly}

Perzan 348| 353|1052|{kind=gaz, matchedWithLonger =true, matches=[1050, 1052], rule=FirstnameOnly}

Figure 5.6: Sample of offender name extraction

1w

[C] Gpe

[ Location

[ Lookup

Person

[] Sentence

[ SpaceToken

[] &pit

|| Token

P Original markups

After apply the ANNIE process in crime corpus, we are building a JAPE rule to

extract offender person name out of GATE tool. This rule response on building

community for each Arabic investigation document in corpus and determine the

count of appearing of offender person name in text to determine the key of person.

In this JAPE rule we put some constrains in exporting names out of GATE tool to

satisfy our goal in discovery hidden relationship and to get the best knowledge as

follow:

e We are ignored all names in document that contains only one name such as

"35,4" as in Figure 5.6.
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e We are ignored all communities have only one offender name on it

5.5 Indirect relationship discovery algorithm

The next step in this experiment is to identify indirect relationships between
different communities and discover hidden relation between individual. The
algorithm 4.1 can identified unlimited levels of relationship. However, if no link
found in one or more community represents as a direct relationship between
offenders in the same community. Shows an example for using an indirect
relationship algorithm. The algorithm was implemented using PHP scripting
language. The algorithm consists of two phases. In the first phase, we discover all
intermediate offender name between all communities by finding name matching
between different communities. In the second phase, we used a recursive function to

find all possible relationships between different communities.

5.6 Data visualizer

In this phase, we utilized to visualize technique to assist in the crime data analysis
and to be understood better. In this stage, we present the results to graph,
visualization is considered useful for allowing the results of the relationship between
communities be more readable. This framework is designed to allow the end users to
visualize summary results for all relationships between communities and individual.
We build our visualizer using Dracula Graph Library [53], described in section 3.6.
Where each community represents as a node in crime network and link between two
communities using offender names as intermediate between them as shown in
Figure 5.7, this graph built using JavaScript with PHP. The user can redesign the
different views in crime visualization by selecting the node in the graph and move it

to make the visualization more readable.
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gt Tm i g el den e [702]

=

s3eaie i e 2 sene el ol [554]

Figure 5.7: Sample network visualization
Another way to represent the results we preview the results in data table this
facility allow the end used to search in crime results and concerns on a specific
offender to discover more knowledge about his hidden relationship with others.
Figure 5.8 depicts the sample of using data table. In addition, we present the key for

each community in the social crime network as shown in Figure 5.9 .

details of relation

Show entries | :Search
Second first
d t d t Relati
level ~ intermediate eeumen ocumen Al docld#2 © docld#1 4
offender offender Type
names names
1 Dseaie den G B ] 3gene el il Bl 2 702 554
Showing 1 to 1 of 1 entries Next 1 Previous

Figure 5.8: Sample Data table presentation

Gadll sl fEYIdgnd

Key person of Community

#repeted offender key document offender names #docld a
srereiil i )=
2 dea iyl e e g Ie 284
e tema
dilse Ja
2 a3t s - 532

oy Sama gibina

o5 e

1 iy sy e e s
e e pima

Showing 1 to 3 of 3 entries Next | 1  Previous

Figure 5.9: Key person of Community
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5.7 System Efficiency Evaluation

System evaluation is a hard task as mentioned in section 1.6 because it is
sometimes difficult to find names for a given document or set of documents and
usually depends on human experts.

To ensure that the system works well with tested Arabic investigation documents,
we used human expert as reference to extract offender names from text and build
crime social networks. After that, we get the results and calculate precision (Eq. 3.2),
recall (Eq. 3.3), and F-measure (Eq. 3.4).

5.7.1 Name Entity Recognition and Human Evaluation

To evaluate our name extraction methodology in Crime Detection System (CDS)
we used human references to extract offender names from 100 Arabic investigation
documents which were selected randomly from the main dataset that contained 727
investigation documents, and uploaded them in the Real Results corpus as described
in Section 5.2. For each document we computed the three measurements precision
(P), recall (R), and F-measure: Table 5.2 and Table 5.3 show an example of this
evaluation in each:

e We replaced the real names in the documents to virtual names to keep
privacy of offenders and personal information.

e We applied initial processing stage described in Section 4.3 on the Real
Results corpus to normalize the text documents before human expert
evaluation as shown in Figure 5.10.

e The extracted names from the 100 documents have been experimented by
the system and human experts by computing the P, R and F-measure.

e We used the Annotation Diff tool that found in GATE tool to calculate
precision (P), recall (R), and F-measure as shown in Figure 5.11

Selected Processing resources

I Mame Type

-
[ ] Q Document Reset PR_00012 |D-:u:ument Reset PR

L ] Q% Document nnrmalizer_DDDIEI|Dnl:ument normalizer

Figure 5.10: Preprocessing Documents before evaluate by Human expert
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Table 5.2 shows an evaluation of Arabic investigation document by comparing
with human results and compute R, P, F-measure manually.

Table 5.2: Summary of evaluation system for extract offender names from Arabic
investigation documents case 1

S gdigall 5 S5 Gl (o Sl (m peady Aa ) Baia (e (ge 3 ) 5l y daanll QS el
Ay g 4l e o shaudly J sene ol8 22013/8/9 gl 43b laalie (15 () uim ) Fll) S 6le 28 Chmus Jale
S g 55 e Jsbas 16 oo 3oke Gl sually oY) Gl (8 el SL JAN (e ag e aiy iliac
O QAL Ol sy adl) S ale 24 dm daaa (o 3 gana/ so 2ally HLIEY] Q5 Canall a2y G Adlis 5l
8 Ay i s A5 &L (3 )l e Sidal) J3he 20 Al Sl g 4xd) Il Coyie) dae Gaiadll g allediuly 5 A4S
Ok il so2all agmpy ali dwad (s piliac A0 agle 2 Skl O3l (e 495 die 5 ilac dyld
Ad) 4538 dne Giaill 5 A slediulyy 5200 drer A8l e il ) pin ) Fadll (S ale 2D (5 AR Gun
A8 ) Bala Jaaliy alay L) 5 il 5 jose agl alay 325 (5200 flias S/ o0l (o pilac dsad 5 o)l
iad (ihe ke oSl Al Allal o3 adle 5 e 8 Gudldll ghianlly pilac day )l 4 lawa a3 LS

ida il
System Results Human Results
1. repeated name : 1 namecmes Jale dau Bas deaa Lo dgena (]
2. repeated name : 2 name s e 2 gana; A0 Gua (=l ycayal 2
o £
3. repeated name : 1 name cms aby )y <o il
S
Recall (R) Precision (P) F-measure (F)
212=1 3/4=0.75 [(1+1)*(2/2) *(3/4)])/[(2/2)+(3/4)] = 0.86

Figure 5.11 shows the measures of (R, P, F) by using the Annotation diff tool
founded in GATE tool for case 1 shown in Table 5.2.
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Annotation Sets| Annotations List Annotations Stack Co-reference Editor Q

- P

1D3l60 oills Glgus) Fadd] Glw ole 280w Usle 1z cbgad] o5 Clualln oo Cuondl Gagude byl 885 Guis o oo dlell Spzals Condl LS il pd

ilsS Egi o0 jpeac 16.,¢ &jlac DlBgywallg JoV1  dilall o8 Jjaoll igaly s 0 ppad ig jablac &8 al jin el gkl Jggrn ol o 9820138yl aily
3l8lg amdlgll «§)ic] azo , Gadwally Afleaiwlg 453l ;0 wpdll Ulgs)y Fuadll Gl w ols 2 ool sl il 07 Camel vmy Cu Al ia Glgll

Py olEY Ao _edsm jalas AN 0p0 188 eSdell Ui 0 gl wice jadlac &dled  8adw ols aigilll (inb of et Jis iy aily
8 pdlac Gused  Selpdy 2181 aialil amo , Gadnlls Wl Aeacwls JSed 2008k 451 50 wpdll Glgd ) fundd| Gl w ple

auadll Al p aulsg o a8 ol j9daslls juilas Azl Hhws pi Loy &l Al Jeolis ple Lals Cligywn pgil ples gdg g 2002L0s

Al il =
|#7 Annotation Diff Tool =
~|Type:  [Person - | weight
Compare
- ] Features: (all (7)some @none =

prsol)
g ol

Key doc: [508 H.txt - ] Key set: [[Default set]

- ] Resp. set: [[Defadt set]

Resp. doc: 508 5.t

Start End Key Features =? Start End Response Features
750 (754 |nma o = 750 [754 |umw {kind=gaz, rule=Firs...ches=[11745, 11
601 (619 |us e e ol il [ e (B01 B2 |tum et syl |[{kind=gaz, rule=FirstnameOnly}
346 (365 |iamw'iocen’ slotigoces [ r 346 (368 [*'taimwiocen’. slotsgoces|{kind=gaz, rule =Firs...ches=[11745, 11
- |91 106 | Usle taw “kind=gaz, rule =FirstnameOnly}
o i ¥
Correct: 1 Recal Precsion F-measure | documents loaded

Partially correct: 2

Strict:

0.33 0,25 0.29

20

0 Lemient: 100 0.75 0.86

Average: 0.67 0.50

Figure 5.11: Measure (R, P, F) using Annotation Diff Tool in GATE tool Case 1

Table 5.3 shows another sample of evaluation for an Arabic investigation

document by comparing with human results and compute R, P, F-measure manually.

Table 5.3: Summary of evaluation system for extract offender names from Arabic
investigation documents case 2

et S5 20 By A Tmlall (el e sl Ui L Jsan 5350 39 /bl 50 5555 e 253,
S8 e /seaalls ¢ dga la /el e adifiall eledinl 5 (5 yaill s Candl day g 3 pu Jili LS 3005
sl Gt day g GA o) (A8 /s 3all 5 canlen Glarles pab) ol /s el 5 sy dana ilanaa / se sl 5 ¢ dblae
Oita I Lagilla) o dale 5 clgall &y pusiall Za) 51l plo ibaae/ so 0l 5 e (g /oo 2l 10pe JS B a5 pgna
8y Bl 3 g 51 (51 Yol Cialie 1 (38 / s 2l il o5 clagin i s el a Y JLeSinY i)

e

System Results Human Results
repeated name : 2 name (stheas : Jen sla e
(,,\_m_., dana dlve gile o @
repeated name : 2 name & : Ay dena ilas @
Jula ) il ladls sl ) @
repeated name : 1 name> sl Jalé ; dilsgl Ja e
repeated name : 1 nameds> s :
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e repeated name : 2 name =~ :
dlae s le
e repeated name : 1 name a0 :
s Glaslas
Recall (R) Precision (P) F-measure (F)
8/8=1 8/9=0.89 [(1+1)*(8/8) *(8/9)])/[(8/8)+(8/9)] =
0.94

Figure 5.12 shows the measures of (R, P, F) by using the Annotation diff tool
founded in GATE tool for case 2 shown in Table 5.3.

‘ Annotation Sets| Annotations List Annotations Stack Co-reference Editor

= Q

3 sloaiwl 00 Sl Cowd| deig
el amyp fassnllz |

il Juoor 8395 Ll o

3008 gy aLS 2088 3 e s Auslidl| Ujlieall sle | @alea
oo, B A A o (I e s

Auigildl]

e a8;d [fy Annatation Diff Tool

Tolo

Keydoo | 19 H.bet_000DE v |Keyset: | [Defaultset]

v]Type:

[Person

Resp. doc: | 19 5. bet_0000F ~ | Resp, set: | [Default set]

- | Weight

- I Features: (all (T)some @none

Start End Key Features =? Start End Response Features
489 (493 |Luld G = 489 (493 |Luld {kind=gaz, rule=Firs... matches=[268, 253]}
341 (353 [alllias eum i = [341 353 |allucr eas {kind=gaz, rule=Firs... matches=[263, 257}
281 (293 | Llsgul sild G = 281 (293 |Llsgl eild {kind=gaz, rule=Firs... matches=[2686, 269]}
363 374 |-oluw sihao ' m |363 373 |oLuwsihao {kind=gaz, rule=Firs... matches=[264, 268]}
251 (270 |pularvrlowl w® o pl|[{} I~ 1250 (270 |palwOloal w et |{kind=gaz, rule =FirstnameOnly}
225 (240 |alewtiomen sdbog [ i |224 240 |oluwtaincest sibnot ({kind=gaz, rule=Firs... matches=[264, 268]}
196|213 |diactsiletoa [ i~ 196|214 |dluetSiletosas  |{kind=gaz, rule=Firs... matches=[263, 2671}
175 (184 |slge pl= i i~ |175 (185 |slgzulx {kind=gaz, rule=FirstnameOnly}
2- 113 [122 [spl-gats m

Correct: 3 Recall Precsion F-measure | 2 documents loaded

Partiall ect: 5 Strict: 0.38 0.33 0.35 i

wbars o 620

i Lenient: 1.00 0.89 0.94
False positives: 1 Average: 0.69 0.61 0.65
Statistics | Adjudication

land| S _elo
Jocanll i pgy auindl

59l

e —————————

v
DEFAULT_TOKEN
Lookup

SpaceToken

Token

b Original markups

Figure 5.12: Measure (R, P, F) using Annotation Diff Tool in GATE tool Case 2

Table 5.4 show the conclusion of results for all documents has been computed. The

complete results show in Appendix A. The average of F-measure for all the chosen

cases is considered the system’s performance in ability to extract a proper names.

Table 5.4: Conclusion results of F- measure calcuation

R fyl_llsl

Recall (R) Precision (P) F-measure (F)
0.97 0.84 0.89
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The results show that, the average F-measure 89%, we note in the general F-
measure of most cases is better than precision where precision refers to the number
of correctly predicted items as a percentage of the number of items identified for a
given topic. For instance, recall result is 97%, while the F-measure is 89% where
recall refer to the number of correctly predicted items as a percentage of the total
number of correct items for a given topic. Because, usually the system have the
ability to extract correct person name from documents because most of offenders
names in Gazetteer and strange name that not founded on Gazetteer is annotated

using Rule-based technique that review in section 4.4

5.7.2 Indirect Relationship Discovery Algorithm

In order to evaluate the effectiveness of our indirect relationship discovery
algorithm used in Crime Detection System (CDS) we used human experts to extract
hidden relations between offenders and communities. We chose 45 Arabic
investigation documents from our crime corpus defined in Section 5.2, and divided
the documents that chosen to 15 groups where each group has an indirect relation as
system-resulted, then we submitted the groups to the human expert to extract
offender names from the text and to create a community for each document, then to
discover the relationship between communities and offenders and to draw a crime
social network. After that, we applied our methodology to the same groups and
compared the results for each group with human results to compute the three
measurements of precision (P), recall (R), and F-measure for offender names
extraction as done in the previous section and for all crime social network draw from
the expert and from the system. Finally, we compute the average results of (R, P, and
F) for each case and compute the average for all cases. Table 5.5 and Table 5.9 show
examples of this evaluation in each one:

o We replaced the real names in the documents to virtual names to keep
privacy of offenders and personal information.

e We applied initial processing stage described in Section 4.3 on the Real
Results corpus to normalize the text documents before human expert

evaluation as shown in Figure 5.10.
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e We computed the P, R and F-measure for each group of documents that
solved by the system and the expert.

e We used the Annotation Diff tool that found in GATE tool to calculate
precision (P), recall (R), and F-measure for each name extracted as shown
in Figure 5.11, and calculate P, R, F-measure manually for each crime
social network.

Table 5.5 show the case 1 of an evaluation of Arabic investigation document by
comparing with human results and compute R, P, F-measure manually to discover

hidden relationships between communities and individual.

Table 5.5: Case (1) for discovery indirect relationship using human expert

Docld Investigation text

554 0=aldll 5 2013/06/17 YY) umna o)) sl Aalall 4000 Cad<s e 3 ) 5
Jsene ol Laalia (5 5850 aai Gy elil) o OlSas ila 8l (gl / okl all (5 5S0
ples /5220l pa A Al Jaim o5 (g il g il g e i JAa (g A0 sl i) 5o 48 oy
Aal ) g0 lanl ol g cdra Al all Jana o5 s bl s dle 22 3 gana Glabs
OSuple 20 Jguaia dga G /se2all e dalall (5 a8 4l lal dxa Gl g Ld sl
Oes oAb yma Y Gadid (e dal )l (5 il 4l U dae sl 5 A ) laalys el
A ) il ) AASY Aoyl Bad i il guaal g oy Sl Alla) a3 Ll

702 S palally ml) s Ayl Baad (e Ge L) o))l adsill e sl o
Ay dsaall Galseae olE Jon Sall &) s glSu dadiae Ala oL /ok) sal)
O dS B)sag Aalyall L o3 Lk e g padlly Canll degp Al sa Aal )3 A jus
vt 3 Gy /s 3l 5 A5, wLl o S Ale20 suale dga cuuna /sedl
peely 158l Legae (5588 Giaillyy ab jlmal & G Dl ml) i (Sa e 19
b suiaall 5 agillal Uk (e a3 ddde 5 Al sedl dal jall 48 sy SiEal) il Jsaally
Lagian 4 gl Cle ) ja Y (Bl JaSinY bl 0 dda jd (Gas (i

Firstly, human was determined the offender names for each document in the
group that show in Table 5.5, then we apply our approach using the system for the

same group, in final we compute R, P, F-measure as shown in Table 5.6
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Table 5.6: Results of compute R, P, F for offender name extraction case 1

docld System Results Human Results
554 1. repeated name : 1 name: 2 sese Glalu ailis 1. 2sean glalu ailes
2. repeated name : 1 name: [ yaic g (s 2. _saie g Gusa
702 1. repeated name : 1 name: ,saic g (e 1. saiedga Gusa
2. repeated name : 1 name: Ll zoba Cau g 2. wufizShaciugy
Recall (R) Precision (P) F-measure (F)
4/4 4/4 [(A+1)*(4/4)*(4ID])/[(414)+4IH] =1

The second step, human expert should extract discovery relation between
documents in the same group, after that we apply our discovery algorithm for
extract-hidden relationship with the same group of documents. Finally, we compute

we compute R, P, and F-measure as show in Table 5.7.

Table 5.7: Evaluation of hidden relationship discovery algorithm case 1

1. J}AMQLAMHL&

5 2. yaia dgn (une
1. saiedga Guna )ﬂ/ \

554

User expert result

O

e :4._‘ —_ el dpm e [?'32]

System result
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details of relation
Show + 10| entries :Search
Second first
. i document document Relation
level intermediate docld#2 docld#1 4
offender offender Type
names names
Showing 1 to 1 of 1 entries Next 1 Previous
Recall (R) Precision (P) F-measure (F)
2/2 212 [(1+1)*(2/2)]/[(2/2)+(2/2)] = 1

Finally, we calculate the average of Recall (R), Precision (P), F-measure

between two results as shown in Table 5.8.

Table 5.8: Average calculation for (R, P, F) in case 1

Recall Precision F-measure

(1+1) 2 =1 (1+1) 2 =1 (1+1) 2 =1

Another example, as shown Table 5.9 for evaluation of effectiveness of discovery

algorithm by comparing human results with system results and compute R, P, F-

measure manually.

Table 5.9: Case (2) for discovery indirect relationship using human expert

Docld

Investigation text

284

e o Gl (a geady dda Al Biad (iide (e L) 3 )5l (g oadll 5 Sl QUS sl 5
A Glsene oLl Walie Al el Sl dihie S dle3] alae Jla gann [0kl sl (5S4
8 5 o) Aad 35 5 Aa) S ey et g s Al S olel gy il 45ials (o LY g il G
sl A8 lapay Ao i) Cialae and (85 521 ALy (i 5 Canal) o5 Cua (K051 750 038 5 ey
it /se2all 5 123456789 aby Aaga Jasyy ale2d dana digyll a8 dijle /seadl o IS aag
Asn Jang ale30 poand) L 2t /o0l 5 987654321 &8 da s Jasas ale23 Ao s34y
O 582l Bald) (5 5 Lo Lol Cialie adl s il o3 Caa BLE (S agrien 5 123654789 a8
G sSal agiall b Sl Aiald (e Y padl i glla A8 jus L8 43 dana e/ s 2] i yic
Al (Bad e G il Cale sl & 4dle 5 s3le)

377

bl (S leD7 daaa cile seaally olid) Laalie U jalias aa) (e Gl glaa 3559 o3
BA:...M_'a‘)ScLéJﬁld\@égﬁ;ﬂ\}&#\ei@cjuabaﬁwmgdﬁyﬁm 'J:\A.'\l.sﬁ\mal\(&giu
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Jrex die (o lpany 6 2 zlad Galdily Guball 08 Jae (e Jlgs Aaisas saa 5l ¢ Lo
Al S daly o e Gadd] Gl jl (e 9 23 Y s Dliglla s a3 Ll 93 B Lgaanys
§ 3y e 5o 2l 5 g 4885 A8 Ly Ol juall 365 il A1 85 ) gam ) Gl g o il g pumd
05583 ey LAl (S e 3D gpand) 38 A1y S s 2l Al sl (S ole 23 o

Gadl) e ) Al Allal o adde 5 b))l e

650 fohlsall (5 88 Gladle e Gl a geady JLajll 38 e dda b Bta (e QIS sl o

4 daalall s bl daly (e Jladl &) shad 53 )bl 4y jUas 48y Gl semne ol s (A gy Jlea
/50 2ally oS a3 Aadl 5l Jsa (g oall 5 aal) day i ¢ il ddlaia (ol Aanas ol L 53 o L
Aldg 4l s Lay i yie) 4ae Gaiaillyg o jliaslyy yeaill lSu ale28 e digy ) e dijle
e dae Gaiaillys HAY) Jlaaly Leladll GlSu Gle 25 Gua AA e /el ae Gl _EVL
A ) e ¥ JLaSieY Ayl (i (e ) Aadl) Al il gamdl) limnal o5 Gl

Firstly, human was determined the offender names for each document in the

group that show in Table 5.9, then we apply our approach using the system for the

same group, in final we compute R, P, F-measure as shown in Table 5.10.

Table 5.10 : Results of compute R, P, F for offender name extraction case 2

docld System Results Human Results
284 1. repeated name : 2 name: xese iy ll ne Cijle | 1 desechgyll ne Gijle
2. repeated name : 1 name: e s ) 2w 2. e v
3. repeated name : 1 name: gend e 2 ) M 3. el e X)) aes
377 1. repeated name : 1 name: guend! 2o Xl ) das 1 wsele
2. repeated name : 1 name: xse <ijle 2. e
3. repeated name : 1 name: Jub e 3. Sle s v
4. repeated name : 1 name: e (s« daw 4, el de ) 2
650 1. repeated name: 1 name: dese iz llue Cjle | 1 desa iyl ae G jle
2. repeated name : 1 name: o AA e 2. e Al pia
Recall (R) Precision (P) F-measure (F)
8/9=0.89 8/9=0.89 [(1+1)*(8/9) *(8/9)]/[(8/9)+(8/9)] = 0.89

The second step, human expert should extract discovery relation between

documents in the same group, after that we apply our discovery algorithm for extract

hidden relationship with the same group of documents. Finally, we compute we

compute R, P, and F-measure as shown in Table 5.11.
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Table 5.11: Evaluation of hidden relationship discovery algorithm case 2

1. 2asacagyyll ae Cajyle

1. e % 2. e B i
2. e ¢
k&
3. e gm0 [
4, prendl e X)) 2 &‘g.

1. 2secagyyllae cajle

User expert result

tema gy Joe e o e e sl e S e [284]

dene b e denolligy Ml e i jle

s e 2eme e Jo g 3e ) we pend) s S 2u [377]

System result
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details of relation

Show v 10| entries :Search
level intermediate Second document first document Relation docldi2 docld# 4
offender names offender names Type
el e By A
gyl e e = - apandl Jee 2y Ay
1 T e g e FEPg 377 284
Lena i le leae . e e
el e
agh gl le L gle el de 2y N
1 Y VR P S Sl 650 284
et ol dena w,'o e ) s
L agandl Lo 1y D Qe i le
1 - o L teme iyl de e S pilea 377 284
e A ek e
1 S s A5 e s )it pe 650 377
- ek e
Showing 1 to 4 of 4 entries Next 1 Previous
Recall (R) Precision (P) F-measure (F)
3/3=1 3/3=1 [(1+1)*(3/3))/[(3/3)+(3/3)] = 1

Finally, we calculate the average of Recall (R), Precision (P), and F-measure

between two results as show in Table 5.12 .

Table 5.12: Average calculation for (R, P, F) in case 2

Recall

Precision

F-measure

(1+1) /2 =1

(1+1) /2 =1

(1+1) /2 =1

Table 5.13 shows the results for all cases has been computed. The average of F-

measure for all the chosen cases is considered the system’s performance in ability to

discover hidden relationships between communities and individual.

Table 5.13: Summarize the results of calculation (R, P, and F) for discovery algorithm

Case NO. Recall Precision F-measure
1 1 1 1.00
2 0.92 1 0.96
3 1 1 1.00
4 0.84 0.84 0.84
5 1 1 1.00
6 0.93 0.9 0.91
7 0.88 0.76 0.82
8 1 1 1.00
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9 1 0.94 0.97
10 1 0.79 0.88
11 0.95 1 0.97
12 1 0.86 0.92
13 0.87 0.81 0.84
14 0.83 0.78 0.80
15 0.9 0.83 0.86
Average 0.94 0.90 0.92

5.7.3 System Scalability Evaluation

We evaluate the scalability of our methods by measuring the runtime required for
an indirect relationship discovery algorithm on datasets of various sizes. Table 5.13
Shows the runtime of our proposed algorithm with respect to count of documents
from 50 documents to 777 documents, adding 50 documents for each runtime, the
time spend excludes the reading documents from hard disk and visualize the results
also the first step in an algorithm for determining the name matching between
different communities . Table 5.14 shows the runtime takes per document number
process. In general, the total runtime increase as number of documents increase as

shown in Figure 5.13.

Table 5.14: No. of documents vs. execution runtime

# no. of documents execution time(s)
1 50 0.1128
2 100 0.1051
3 150 0.1101
4 200 0.1237
5 250 0.1462
6 300 0.1902
7 350 0.2418
8 400 0.3476
9 450 0.3981
10 500 0.4757
11 550 0.671
12 600 0.581
13 650 0.7641
14 700 0.8948
15 777 1.2431
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execution time
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Figure 5.13: No. of documents vs. execution runtime

5.7.4 Discussion

From the previous experiments and comparisons, we can find that:

e Name Entity Recognition in our system is specialized to fetch offender
name in Arabic crime investigation documents, so we ignored all person
names come after "ol sdl" etc. more details about rule based founds in
Section 4.4 and Section A.1.

e Our system (CDS) is very similar to human results as it achieves similarity
of 89% F-measure for offender name extraction and 92% for discovery
hidden relation algorithm.

e Indirect relationship has the ability to find unlimited relationships between
communities and individual.

e Execution time of discovery hidden algorithm increase with document
number increase as shown in Figure 5.13.

e Crime detection system (CDS) has some drawbacks as:

A. There is no special method for the system to do name matching
specially when using with an indirect relationship discovery

algorithm.
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B. Name entity recognition in the system depends on predefine
Gazetteer and special rule based used to extract offender names
from the Arabic text document, so need to add another machine
learning method to increase the ability of the system to extract

proper offender name from text.

5.8 Summary

This chapter presented and analyzed the experimental results. It explained the
experimental setup where presented the corpus characteristics, and data
preprocessing stage, and implementation of the Name Entity Recognition (NER)
using GATE tool. In addition, it presented indirect relationship discovery algorithm
used to predict hidden relationships between offenders and communities. After that,
we presented the data visualization. Finally, we presented the experimental results of
crime detection and its performance. The evaluation of the efficiency of the crime
detection system during sets of experiments.
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Chapter 6

Conclusion and Future Work

Objectives

e Present the summary of the thesis.
e Provide some recommendations.
e Provide future work.
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6.1 Summary

Text mining plays a vital role in information extraction, where used to extract
particular information from unstructured text. This information may discover a new
knowledge and help in making decisions. The importance in this field has been
growing because difficult mining a grate data is stored as free text. The abundance of
investigation reports has increased the amount of data available at police
departments. There is an urgent need for intelligent tools to deal with such data.
There are few of the tools used text mining techniques deal with Arabic language
especially in crime detection.

Accordingly, this thesis has presented to Crime Detection System (CDS), which
have developed to discover a new relationship between offenders and communities
using Arabic investigation document and visualize the results to assist crime data
analysis.

As already seen through this thesis, the proposed system has answered the
research question, we have shown that the CDS have the ability to chive the
following task:

e Extract offender names from Arabic crime documents.

e Create community for each crime documents.

e The system able to discover unlimited hidden relationships between
communities and offenders.

e Various visualization methods used to present the relationships, such as

crime social network (graphs), and Data table.

6.2 Contribution

Developing crime detection system (CDS) for Arabic language within the crime
domain has been the main aim of this thesis. The main contribution of this thesis as
follows:

o Automatically extract offender names from real unstructured crime text,
while the traditional system used to structured database systems and need

to save the identification number (ID) for all offender names Analysis and
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discover hidden relationships between offenders usually depend on the
crime investigator experts and spend a lot of time and may be difficult to
review all investigation documents. For that, the Crime Detection System
(CDS) can use to help police officers to discover a new relationship and

enforcing law.

6.3 Recommendations

Based on previous studying of the thesis the real investigation documents
provided from Gaza police department reviewing by the researcher during the field
study. However, there are some of the recommendations can be formulated to adopt
the goal for this thesis, as the following:

e The police departments, especially in the Gaza strip should computerize
the full investigation documents to extract more knowledge leads to help
in applying low enforcement.

e The top management in police department in the Gaza strip should
support IT field and developing systems used text mining process and
artificial intelligence to help the policeman to find a new mesh about

crime.

6.4 Future Work

In this thesis, we apply many ideas as presented and this lead to extend our work.
The following is a summary of the future work:

e Using more methods in machine learning to extract a proper offender
name in order to enhance the accuracy of the system.

e Studying other types leads to discover hidden relation using another
identification such as street, mobile number and other types of data that
may be useful to the investigator to lead to new clues and criminal
tracking.

e Modify or create name matching methods to be more efficient in
determining a proper coreference.

o Create a profile for each offender from pervious investigation documents

and indicate the crime actor’s properties using historical investigation.
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Appendix A

A.1 Offender Name Extractor Rules

This section of appendix contains the lists of recognized offenders names using

rule-based approach explained in Section 4.4

Rule: nonPersonRule
Priority:60
(
(
({Lookup.majorType == location} | {Lookup.majorType == Location})
({Lookup.majorType == person})+ :nonoffender
)
):ignore
>

GATE.AnnotationSet lookup = (GATE.AnnotationSet) bindings.get(""nonoffender');

GATE.Annotation ann = (GATE.Annotation) lookup.iterator().next();

Long startOffset = ann.getStartNode().getOffset();

Long endOffset = ann.getEndNode().getOffset();

GATE.AnnotationSet toGo =
(GATE.AnnotationSet)inputAS.get(*"'Lookup",startOffset,endOffset);
inputAS.removeAll(toGo);

}

List 0.1: Rule 3 remove annotation from non-offender person name

Rule: nonPersonRule3
Priority:70
(
({Token.string =~ "2swd'}
|
{Token.string =~ "aalx"}
)

({Lookup.majorType == person})+ :nonoffender

):ignore
->
{

GATE.AnnotationSet lookup = (GATE.AnnotationSet) bindings.get("'nonoffender);
GATE.Annotation ann = (GATE.Annotation) lookup.iterator().next();
Long startOffset = ann.getStartNode().getOffset();
Long endOffset = ann.getEndNode().getOffset();
GATE.AnnotationSet toGo =

(GATE.AnnotationSet)inputAS.get(*'Lookup™,startOffset,endOffset);
inputAS.removeAll(toGo);

}

List 0.2: Rule 4 remove annotation from non-offender person name
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I check " _se2df"
Rule: PersonRule
Priority:80

(

(
(
{Token.string =~ " sc14"}
|
{Token.string ==~ " ¢ia/l"}
)
({Token.string == "/"})?

//if token match
({Token , ILookup})

/lthe next should be person name

:AnyPerson
):pers
-—->

:AnyPerson.Person = {kind = gaz, rule="PersonRule"}

List 0.3: Rule 1 determine offender name

I & T a6 0 s stigall
Rule: TitlePersonRule
Priority: 90
(
(
{Lookup.minorType == title}
):personTitle

({Token , ILookup})
/lthe next should be person name
:AnyPerson
):pers
->

:AnyPerson.Person = {kind = gaz, rule="TitlePersonRule"}

List 0.4: Rule 2 determine offender name

72

www.manaraa.com



Il s/
Rule: NicknamePersonRule
Priority: 70

(

(

/Iwe use doucment normalization and convert each /«/</to /

{Token.string =="_/"}

I

{Token.string == "»/"}
):Nickname

({Lookup.majorType == person})*
{Token, 'Lookup}

/lthe next should be person name
:AnyPerson
):pers
->
/I:Nickname.Person = {rule="NicknamePersonRule"},

:pers.Person = {kind = gaz, rule="NicknamePersonRule"}

List 0.5: Rule 3 determine offender name

Imports: {
import static GATE.Utils.*;
import java.util.Scanner;

}

Phase: CrimePersonName
Input: Person
Options: control = once

Rule: OutputAnnotations
(
{Person}

)

>

{ . .
Set<Annotation> set = new HashSet<Annotation>();
set.addAll(inputAS.get("Person™));

String results = "";
Stringres ="";
String currDoc = doc.getName();

List<String> tmpList = new ArrayList<String>();
boolean isfound = false;

/ldirect relation
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List<String> tmpPersonList = new ArrayList<String>();
String DirectRelation = "";

List<Object[]> rowList = new ArrayList<Object[]>();
String allPers="";
int index=0;

try {
for (Annotation annotation : set) {

String type = annotation.getType();

String per = doc.getContent().getContent(
annotation.getStartNode().getOffset(),
annotation.getEndNode().getOffset()).toString();

per = per.replaceAll("\n", "");

per = per.trim();

intecnt=1;
FeatureMap entityFeatures = annotation.getFeatures();
List matches = (List) entityFeatures.get("matches");

if(matches != null){
if(!1(tmpList.containsAll(matches))){
//add to List
tmpList.addAll(matches);

// number of repeated name in documents
cnt = matches.size();
Annotation antecedent = null;
for (Object id : matches) {
antecedent = inputAS.get((Integer) id);
String cor_per = doc.getContent().getContent(

antecedent.getStartNode().getOffset(),

antecedent.getEndNode().getOffset()).toString();
if(per.length() <= cor_per.length()){
per = cor_per;
}

telse{

per=""7

}

// remove spaces from start and end of name
per = per.replaceAl("\\s+$", """);

if( per.indexOf(" ") >=0 ){
results += "repeated name : "+ cnt+" name: "+ per +'\n’;
res += per+"";
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if(1(tmpPersonList.contains(per))){
if(tmpPersonList.isEmpty() || tmpPersonList == null){
tmpPersonList.add(per);

Jelse{
for (String str : tmpPersonList) {
DirectRelation += per+ "->" +str+"\n’;

tmpPersonList.add(per);

} catch(InvalidOffsetException ex) {
throw new GATERuntimeException(ex.getMessage());

}
try {

BufferedWriter out = new BufferedWriter(new
FileWriter("c:/CrimePersonName/"+currDoc.substring(0,currDoc.lastindexOf(".")
)+ b));

out.write(results);

out.close();

/fappend to text file...
try
{

if(res.length() > 1 ){
res = res.substring(0,res.lastindexOf(","));

//check if doc have more than one person name
/* check if per have spaces means that it may contain first name and family name*/
int cnt = res.lastIndexOf( ","™);

if(cnt>1 ){
FileWriter fw = new FileWriter(*'c:/CrimePersonName/test1.txt",true); //the
true will append the new data
fw.write(res+"\n");//appends the string to the file
fw.close();

FileWriter fwl = new FileWriter("'c:/CrimePersonName/test.txt" true); //the
true will append the new data

fwl.write(currDoc.substring(0,currDoc.lastindexOf(".")
)+"|"+res/*.substring(0,res.length()-1)*/+"\n");//appends the string to the file

fwl.close();

}
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} LLLLS

res=""-,

catch(IOException ioe)

{

System.err.printin("IOException: " + ioe.getMessage());

}

out = new BufferedWriter(new
FileWriter("c:/CrimePersonName/"+currDoc.substring(0,currDoc.lastIndexOf(*.")
)+"_relation.txt"));
out.write(DirectRelation);
out.close();

} catch (IOException e) {
System.out.printIn("Could not write in the file:
"+currDoc.substring(0,currDoc.lastindexOf(".") )+".txt");
}
}

List 8: JAPE code to extract criminal community and Extract Key person of Community

I <o ol
Rule: NicknamePersonRule2
Priority:300
(
(

/Iwe use doucment normalization and convert each / </ ¢/to /
{Token.string == "'} |
{Token.string == "'} |
{Token.string == "=/} |
)
({Token , 'Lookup})
/lthe next should be person name
:AnyPerson
):pers
->
:AnyPerson.Person = {kind = gaz, rule="NicknamePersonRule2"}

List 0.7: Rule 4 determine offender name

Rule: FirstName

Priority:50

(

({Lookup.minorType == male}|{Lookup.minorType == female}|{Lookup.minorType ==
surname})+

):tag

->

‘tag.Person = {kind = gaz, rule = "FirstnameOnly"}

List 0.8: Rule 5 determine offender name
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A.2 Name Entity Recognition evaluation

This section of appendix contains the table of name entity recognition evaluation
results explained in Section 5.7.

Table 0.1:evaluation results of name entity recognition

# Docld Recall (R) Precision (P) F-measure (F)
1 9 1 1 1.00
2 10 0.9 0.9 0.90
3 23 1 1 1.00
4 31 0.83 0.71 0.77
5 38 1 1 1.00
6 53 0.92 0.5 0.65
7 68 1 1 1.00
8 75 1 1 1.00
9 89 1 1 1.00
10 93 1 0.75 0.86
11 106 0.83 0.83 0.83
12 110 1 1 1.00
13 117 1 0.8 0.89
14 126 1 1 1.00
15 135 0.88 1 0.94
16 148 1 0.83 0.91
17 160 1 0.67 0.80
18 172 1 1 1.00
19 184 1 0.83 0.91
20 196 1 1 1.00
21 211 1 0.8 0.89
22 224 1 0.75 0.86
23 235 1 1 1.00
24 248 1 1 1.00
25 260 0.87 0.71 0.78
77

www.manaraa.com



26 272 0.83 0.67 0.74
27 286 1 1 1.00
28 307 0.88 0.43 0.58
29 319 1 1 1.00
30 328 1 1 1.00
31 340 0.9 0.45 0.60
32 352 0.83 0.73 0.78
33 367 1 0.33 0.50
34 397 1 0.67 0.80
35 412 0.88 1 0.94
36 439 1 0.43 0.60
37 454 1 0.67 0.80
38 463 1 0.62 0.77
39 475 1 0.75 0.86
40 481 1 0.83 0.91
41 490 1 0.5 0.67
42 499 1 1 1.00
43 508 1 0.57 0.73
44 520 1 0.75 0.86
45 529 1 0.75 0.86
46 541 1 0.8 0.89
47 548 1 1 1.00
48 552 1 0.71 0.83
49 554 1 1 1.00
50 557 1 1 1.00
51 559 1 1 1.00
52 565 1 1 1.00
53 567 1 0.8 0.89
54 570 1 0.83 0.91
55 574 1 1 1.00
56 581 1 1 1.00
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57 582 1 1 1.00
58 584 1 1 1.00
59 603 1 0.88 0.94
60 610 1 1 1.00
61 614 1 0.5 0.67
62 616 1 0.38 0.55
63 633 1 0.75 0.86
64 642 1 0.89 0.94
65 655 1 1 1.00
66 664 1 0.86 0.92
67 676 1 1 1.00
68 694 1 1 1.00
69 709 0.92 1 0.96
70 726 1 1 1.00
71 727 1 1 1.00
72 742 1 1 1.00
73 750 1 0.86 0.92
74 751 1 0.82 0.90
75 757 1 0.67 0.80
76 765 1 1 1.00
77 767 1 0.38 0.55
78 768 1 0.6 0.75
79 769 1 0.5 0.67
80 770 0.85 0.8 0.82
81 771 1 1 1.00
82 772 1 1 1.00
83 773 1 0.75 0.86
84 774 1 1 1.00
85 775 1 0.67 0.80
86 776 1 0.5 0.67
87 77 0.7 0.62 0.66
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88 4 1 1 1.00
89 5 1 0.9 0.95
90 6 0.82 0.7 0.76
91 8 1 1 1.00
92 184 0.75 0.75 0.75
93 172 1 1 1.00
94 160 1 0.83 0.91
95 148 1 1 1.00
96 135 0.88 0.83 0.85
97 126 1 1 1.00
98 117 1 1 1.00
99 110 1 1 1.00
100 106 0.83 0.83 0.83
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